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The rapid emergence of the smart industry hides numerous challenges that need to be addressed promptly. In the
transition between two industrial eras (Industry 4.0 and Industry 5.0), hands-on applications of digital twins in
intelligent manufacturing are pivotal in enhancing efficiency, optimizing operations, and ensuring sustainability.
The paper presents the digital twin (DT) concept in a vertical Industrial Internet of Things (IIoT) framework
powered by machine learning (ML) models for time series forecasting. According to DT needs and hierarchical
data processing, as well as edge, fog, and cloud computing, the paper presents state-of-the-art ML models and
algorithms. Real-time and low-latency requirements of smart edge devices and monitoring systems force the
selection of DT models powered by ML models for time series processing and forecasting. Stronger computer
resources characterize the I1oT fog level. At this level, DT models should be supported by techniques and methods
for parameter selection, correlation analysis, and heatmap visualization that facilitates time series processing.
Special attention is devoted to developing a novel multivariate-time-series prediction method. This method
should enable parameter prediction which cannot be directly measured. The method was validated based on

several real-time series.

1. Introduction

In the mature age of the 4th Industrial Revolution, the introduction
of the Industrial Internet of Things (IIoT) required comprehensive
changes in the industrial environment regarding networking and logical
connection between computers, machines, and experts using advanced
control and management strategies, fast data processing, and timely
decision-making. Today, in the transitional between the 4th and 5th
industrial revolutions, with the rise of artificial intelligence (AI) tech-
niques and IIoT technologies, digital twins (DT) have recently experi-
enced a growth revolution [1]. Digital twins are virtual replicas of
physical systems that can mimic their actions and behaviors and aid in
decision-making [2]. Thanks to the advancements in information and
communication technology, complex system optimization problems
become solvable with the introduction of hands-on digital twin tech-
nology. As a result of the huge data science achievements, including
cloud computing, and internet devices, DT is now widely applicable to
process monitoring and data processing in both virtual and physical
contexts [3].

Adapting traditional control and management concepts to the
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predominantly vertical IIoT concept [4] is a scientific, technological,
and engineering challenge. The core of DT lies in the bidirectional link of
assets (physical space) and models (virtual space). DT has accelerated
the fusion of digital technology and traditional industry [5]. As IoT has
entered industrial facilities, DT has emerged as a workable and efficient
approach to management, corrective control, fine parameter tuning, and
early fault detection. The vertical IIoT framework predominantly com-
prises edge, fog, and cloud computing levels [4]. Within the IIoT
context, the DT concept has emerged as a pivotal innovation, offering
unprecedented opportunities for real-time monitoring, fault prediction,
parameter optimization, and power efficiency. The main advantage of
the IIoT is the hierarchical processing of data and information, which
also creates conditions for the parallel and simultaneous application of
many DT models at the edge, fog, and cloud levels. Regarding DT net-
worked systems, the layered architecture contains three interacting
components, i.e., the physical layer, the DT layers, and the DT networks
layer [6].

Digital twins are trying to improve existing management and
monitoring systems with the support of the latest smart technologies,
artificial intelligence, and real-time exchange of large amounts of data to
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improve monitoring, process control, and fault prediction. Smart
manufacturing and maintenance are a field of research primarily driven
by DT concepts that incorporate optimization methods [7] and theories
such as: Markov decision process [8], Bellman principle [9], fuzzy
decision-making, etc. DT applications for maintenance have signifi-
cantly increased in the Industry 4.0 era [10]. Furthermore, industries
with manufacturing and greater maintenance costs are more interested
in investing in DT technology.

The need for hierarchical architectures of DT-enabled intelligent
manufacturing for practically applicable DT concepts has recently been
recognized [11]. The necessity for multi-model fusion in DT technology
has also been acknowledged [12].

There are open challenges in IIoT, big data management, and anal-
ysis in cloud environments [13]. However, there is a lack of functional
mutual connectivity between management and decision-making con-
cepts related to industrial IoT and digital twins. To fill this conceptual
gap, this paper presents two innovations. The first pertains to the DT and
IIoT integrated concepts for large industrial and power systems. The
second contribution involves the selection and practical application of
artificial intelligence models and algorithms that are of interest for edge
and fog levels, which are lower hierarchical computing levels closer to
manufacturing processes, systems, and devices.

As stated in the paper, the paper deals with strategic control,
monitoring, management, and decision-making concepts in smart power
plants using integrated DT models in the vertical IIoT framework. A
comprehensive hierarchical DT concept with hands-on applicable state-
of-the-art data science and machine learning techniques, models, and
algorithms are presented.

Here, in the beginning, it is necessary to clarify the terminological
dilemma, digital twin or digital twins? The authors used the term
“digital twin” for a single ML model or a smaller group of ML models,
while “digital twins” were used for a bunch of ML models at fog and edge
levels.

The effectiveness of digital twins heavily depends on their ability to
process and forecast multivariate time series data from various sensors
monitoring the electricity production process and equipment. ML
models, such as Long Short-Term Memory networks [14], Transformer-
based architectures [15], and Temporal Convolutional Networks (TCN),
can analyze historical sensor data and predict failures before they occur.

Traditional DTs rely on simplistic predictive models for dynamic
processes or equipment. Multivariate time series prediction models
address a more complex approach thanks to the following:

e Handling High-Dimensional Data

e Capturing Complex Dependencies and Interactions

e Enhancing Predictive Maintenance and Decision-Making

e Making DTs more adaptive and resilient

e Improving DT simulations by more complex system parameters

Multivariate forecasting techniques can predict electricity demand
based on historical load patterns, weather conditions, and grid condi-
tions. ML forecasting models enable real-time process parameter tuning,
optimizing operational and maintenance efficiency. The data-driven
approach enables synchronization between the dynamic model and
the actual physical system, facilitating accurate predictions and efficient
energy management [15]. The digital twin platform supports the iden-
tification of potential issues and enhances overall plant performance
[16].

2. The vertical fusion of IIoT and digital twin

The integration of DT into the IIoT framework is beneficial and
necessary for the future of industrial automation. By bridging the gap
between the physical and digital worlds, digital twins enable industries
to achieve unprecedented efficiency and reliability. Here are some
benefits of integrating DT with IIoT:
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. Performance optimization

. Downtime reduction

. Condition and probability maintenance

. Real-time monitoring [17]

. Anomaly and fault detection

. Aging and fault prediction

. Different real-time and parallel scenario analysis
. Cybersecurity and cyber vulnerability identification [18]
. Energy efficiency and cost reduction [19]

. Deep learning implementation

11. Blockchain technology implementation [20]
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The IIoT is revolutionizing power generation connecting power units
(generators, transformers, etc.) and processes through automation, data
analytics, and distributed intelligent services [21]. DT engineering has
become a crucial methodology in future IoT and smart environments
[22]. Digital twins play a vital role in this transformation as a virtual
replica of physical assets, industrial processes, and systems [23].

A. The vertical IIoT concept

IIoT devices and systems represent industrial facilities (industrial
plants, large power systems, mines, factories, etc.) that generate large
amounts of data [24]. The fundamental characteristic of IIoT is the
complete integration of operational and information technologies. Every
smart power plant is essentially an integration of cyber-physical sys-
tems, IoT, internet services, computing at all levels (edge, fog, and
cloud), wireless technology, automation, etc. The main three IIoT levels
edge, fog, and cloud have their requirements, e.g., latency, privacy, or
data transfer rate [25]. The important decisions for the presented DT
concept include positioning the hierarchical computing nodes [26]. The
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Fig. 1. Vertical Industrial IoT (IloT) concept.
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vertical multi-level IIoT concept (Fig. 1) is defined according to the data-
information-decision-making direction [27].

The vertical IoT concept in the industry, with clearly defined levels of
edge, fog, and cloud computing, enables sophisticated data processing
and optimization of industrial processes through hierarchical processing
architecture. Each level plays a specific role in data collection, analysis,
and utilization, allowing for more efficient decision-making and
improved performance within the industrial ecosystem.

Edge computing is a paradigm for data processing and computing
closest to the data sources (smart sensors, monitoring systems, and
RTUs) minimizing latency and reducing the need for constant cloud
connectivity. In IIoT, edge computing enables real-time data analysis
and decision-making, which is critical for time-sensitive applications
such as predictive maintenance, anomaly detection, and process sop-
timization. With all the advantages of edge computing, two crucial facts
are often overlooked: vulnerability to cyber-attacks and the impossi-
bility of applying complex Al-supported decision-making algorithms.

Fog computing extends the capabilities of edge computing by
providing additional processing power and storage closer to the edge but
not on the device itself. It aggregates data from multiple edge devices,
performs intermediate processing, and forwards relevant information to
the cloud.

The cloud level is responsible for the complex data/information
processing obtained from the fog (SCADA) level. At the highest IIoT
hierarchical (cloud) level, complex decision-making algorithms should
be based on complex ML models and ensembles. Software applications
in the cloud are responsible for running Al models and decision-making
algorithms.

The vertical IIoT concept is fully aligned with the in-depth security
strategy. In-depth security, also known as defense in depth, is a strategy
that employs multiple levels of security measures to protect an organi-
zation’s assets. If one level is breached, additional levels will remain in
place to stop the threat. The highlighted grey areas (Fig. 1) between the
levels contain numerous security tools such as firewalls, antivirus soft-
ware, intrusion detection systems, etc.

AR and DT development strategies are the foundation for intuitively
integrating human operators into the next generation of human cyber-
physical systems [27] in the upcoming Industry 5.0 era. Today, ‘digi-
tal twins’ are a major research topic focusing on ‘smart cities’ [28] and
‘smart manufacturing’ [29], with high expectations for practical
implementation in the Industry 5.0 era.

Digital twins are digital representations of physical systems or pro-
cesses that serve as their digital “mirror images” created based on
mathematical models for simulation, integration, testing, monitoring,
and real-time maintenance [6]. Vice versa, a Digital Twin is a dynamic,
real-time, and holistic digital replica of a physical system (e.g., a power
grid, a generator, or a wind farm) that is continuously updated with real-
time data from sensors, IoT devices, and other sources.

It goes beyond simulation and analysis to include real-time moni-
toring, predictive analytics, and decision-making. It is often part of a
larger ecosystem that integrates Al, machine learning, and big data
analytics. It can be implemented in cloud.

Using sensors and IoT technologies, data from the physical twin
(production level devices) is transferred to the virtual twin, allowing
engineers and managers to predict potential failures, optimize operating
conditions, and improve production efficiency. The application of digi-
tal twins in the power system enables the simulation and testing of
electricity generation and transmission scenarios, the integration of
renewable energy sources, and the management of electricity con-
sumption. The digital twin can continuously adapt and improve through
ML models and algorithms. The state-of-the-art approach of the digital
twin concepts offers the possibility of fitting into different modern
optimization and management strategies [30].

B. Digital twin concept

In recent years, as an essential technology in the cyber-physical
system, DT (Fig. 2) has been applied to various technological
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Fig. 2. Digital twin concept.

functions, phases, and cycles, including real-time simulation, remote
monitoring, diagnostics, prediction, and control. Systems based on DT
models and Augmented Reality (AR) are used to develop future systems
based on human-machine interaction principles.

C. The fusion concept

Digital twins have emerged as a transformative technology in the
energy sector. We are currently at an intersection between the two ap-
proaches regarding the electricity and industrial sectors. The first
approach focuses on DT software tools for process and equipment con-
trol and monitoring. The second approach recognizes the need for a
unified integration of DT and IloT frameworks. This paper presents the
vertical hierarchical framework of merged DT and IIoT concepts (Fig. 3),
achieving a comprehensive control and monitoring approach.

The authors have identified the following shortcomings, which are
presented in most research articles dealing with digital twins in an in-
dustrial environment:

. Partial monitoring and modeling of systems or processes.

. Unclear relationships between the implemented models.

. Lack of unified management and decision-making strategy.

. Vulnerability to cyber-attacks and lack of in-depth security strategy.

A WN -

The proposed strategy largely overcomes the shortcomings
mentioned. The main advantages of this approach are:

1. Hierarchical data processing and management in both DT spaces.

2. Clearly defined functionalities and the merge zone between physical
and virtual space (grey zone in Fig. 3).

3. Vertical in-depth security strategy with the ability to deploy inde-
pendent cyber protection zones between the edge, fog, and cloud
levels (Fig. 1).

It is necessary to define a unique overlapping space for the physical
and virtual parts of DT. Cloud computing should be functionally related
to the output data and information obtained from the highest virtual
twin level.

As the power industry embraces IIoT, deploying machine learning
(ML) models at edge, fog, and cloud levels becomes crucial for achieving
efficient and effective operations. The first two questions that need to be
answered are which features and parameters should be selected and
tuned to process optimization. The second step is determining feature
correlation (correlation matrix) and tuning hyperparameters (accuracy,
F1 score, etc.).

In the context of digital twins, the integration of ML models at edge
and fog levels enhances the capabilities of these virtual replicas by
providing real-time and aggregated insights:

1. Edge-level DT integration:
e Real-time simulation: edge devices update digital twins with real-
time data, enabling immediate simulation and feedback loops.
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e Low-level decision-making: edge ML models feed real-time data into
digital twins, providing warnings and alerts enabling quick reactions
to faults and anomalies.

2. Fog-level DT integration:

e Comprehensive analysis: fog computing aggregates data from mul-
tiple edge devices, providing a broader context for the digital twins
to analyze and simulate.

e Condition-based maintenance: fog-level ML models enhance in-
depth analytics, helping to optimize operations and maintenance
schedules.

In the fusion concept (Fig. 3), cloud services and computing are
responsible for complex decision-making. The presented fusion concept
at the highest decision-making level relies on existing software cloud
solutions and is not required to create unique DT applications. A fuzzy

decision-making method should be used at the highest computational
cloud level of the vertical DT concept.

3. Novel DT methodology and ML models

Nowadays, computing resources provide unprecedented opportu-
nities for the hands-on digital twins’ concept at the fog level. Machine
learning models at the fog level are complex but fast enough for clas-
sification, regression, and image processing applied in quasi-real time
for failure tracking, monitoring and prediction, aging prediction, and
maintenance decision-making. Capital power units (generators and
transformers) are managed, controlled, and monitored through many
parameters (voltage, current, temperature, vibrations, flow, magnetic
flux, etc.). Proper parameter selection, correlation functions (heat
maps), measurement ranges and limits, output response speed to the
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input control signal, etc. are just some of the engineering tasks at the fog
level. Proper time series selection of industrial parameters is crucial for
the ML model implementation in DT. Through careful data analysis and
a deep understanding of physical processes, it is possible to construct
models that will provide accurate and reliable forecasts.

The paper presents a few time series obtained from temperature
sensors and temperature monitoring systems. Temperature time series
collected hourly were used for data (time series) processing and fore-
casting. All data time series have been obtained on edge and/or recorded
on fog (SCADA) levels. The time-series forecasting algorithm with
several inputs and one output can be considered to be a Digital Twin.
Output from such described system can be any parametar of operational
relevance.

A. A brief overview of time series forecasting

Time series are data sequences recorded at successive time intervals.
Time series can be stationary (statistical properties remain constant) or
non-stationary (mean, variance, and/or correlations change over time).

Time series decomposition is the process of breaking down a series
into its fundamental components to better understand its structure.
There are additive (1) and multiplicative (2) time-series models.

Y.=T,+S:+R; (@D)]
Y, =T, xS, xR, 2)
where are:

e T — trend (long-term change in the series)
e S; — seasonal component
e R — residual (remaining) component

Non-stationary time series can be approximated by both models, but
is more often approximated using the multiplicative model. The paper
presents the methodology of multivariate time series prediction through
univariate predictions of dependent time series.

B. ML models for time-series forecasting

Recurrent neural networks are neural network models for hidden
pattern recognition in data sequences, such as time series data. RNNs,
LSTMs, and GRUs are popular ML models for time series prediction.
Whether dealing with univariate or multivariate time series, selecting
the right ML model can significantly impact the accuracy and efficiency
of predictions.

The fundamental RNN passes information from one step to the next
using a single loop and a single hidden state. RNNs are simple and easy
to implement but have several drawbacks, such as the vanishing
gradient and weak long-term dependencies.

LSTM'’s ability to handle complex temporal relationships makes it a
powerful tool for multivariate time series, where variables’ de-
pendencies are captured. Similar to univariate predictions, LSTM can
have significant computational complexity, especially when working
with high-dimensional data.

GRU is great at handling temporal correlations which makes it
suitable for multivariate time series forecasting, particularly when
computational efficiency is a priority. Although efficient, GRU might be
slightly weaker compared to LSTM in capturing complex dependencies
among multiple variables. GRU is often a good choice due to its simpler
architecture and faster training times.

A convolutional neural network (CNN) is composed of convolutional,
pooling, and fully connected layers. The convolutional layers apply
kernels to capture spatial features while pooling layers reduce dimen-
sionality. CNNs can process data quickly due to their parallelism and
efficient capture of local temporal trends [31]. They are effective for
high-dimensional data with significant local dependencies but suffer
from capturing long-range dependencies.

C. Multiple univariate to multivariate methodology for time-series
forecasting
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The chapter presents two DT methodologies for univariate and
multivariate time series processing and forecasting. The first DT meth-
odology addresses lightweight ML models (RNN, LSTM, and GRU) for
real-time univariate time series processing and forecasting at the edge
level. The second one is a newly developed methodology for multivar-
iate time series processing at the fog level (Fig. 4).

Multivariate time series prediction offers a few possibilities that can
be beneficial for condition prediction, fault prediction, condition-based
maintenance, and aging prediction of capital power units (transformers,
generators, HV motors, etc.).

The main benefit of the new DT methodology 'multiple univariates
to multivariate — MUTM’ is based on the previous predictions of inde-
pendent parameters (P1-P5), i.e., their univariate time series (vertical
time series prediction on the left side of Fig. 4) to predict the multi-
variate time series of the independent parameter (right side in Fig. 4).
The key condition for applying MUTM is a high correlation between the
five input time series (P1-P5) and the one output *Target’ time series.
High correlation among univariate time series is useless, but often
unavoidable.

The methodology was validated in two steps using a complex con-
volutional neural network. The first step involves the CNN model
training based on selected parameters: input data is a five-column ma-
trix Dpxs and output data is a one-column matrix Dy . In the second step,
the previously trained model is applied to predict the future values of the
‘Target’ time series: input predicted data is a five-column matrix Fps
and output prediction is a one-column matrix Fpy1.

With slight modifications, the proposed MUTM methodology can be
applied to the DT concept with other ML models used for multivariate
time series predictions.

4. Validation of the ‘multiple univariate to multivariate’
methodology

The presented MUTM methodology was validated on the five-time
series obtained from measurement edge devices. The sixth ’Target’
time series was predicted using the MUTM methodology by applying
CNN, RNN, LSTM, and GRU models.

A. Data processing and correlation matrix

Data pre-processing is a critical process in data science and machine
learning and involves the following steps:

1. Data cleaning: dealing with missing values (NaN), error correction,
and noise reduction.

2. Data transforming: categorical data encoding and feature (Min-Max)
normalization.

Given that recurrent neural networks RNN, LSTM, and GRU [32] are
used for time series analysis, scaling or normalizing the dataset (Fig. 5) is
necessary to avoid issues with exploding or vanishing gradients during
the network training process [33]. These datasets have been modeled to
represent temperature time series obtained from monitoring and control
edge devices on the production level in the power plant. The proposed
methodology includes the possibility of real-time analysis of several
different measured quantities (electrical, mechanical, temperature, etc.)
The main condition for selecting time series is their correlation levels
with the ’target’ time series.

All time series datasets are obtained from edge measurement devices
and monitoring systems. The selected time series represent real-time-
dependent sequential data. All datasets are normalized for the needs
of neural networks and to avoid exploding and vanishing gradients. The
selection of the time series was made based on the correlation matrix
(Fig. 6). Selection is based on the correlation between the time series
(P1 — P5) and the 'Target’ time series.

Complex relationships among the data are a consequence of a large
number of different influences such as various generator operating re-
gimes, different distribution demands, unplanned outages, unpredicted
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faults, unplanned maintenance period extensions, etc.

Creating input sliding windows (sequences) from data is essential for
training recurrent neural networks. These sequences allow neural net-
works to learn patterns over time and slide across data to create over-
lapping subarrays. Each subarray will be an input sequence, and the
corresponding target value will be the next value after the window.
Here, the window length is 20 sequenced data and the label is the 21st
value.

A correlation matrix is a square matrix that shows the pairwise
correlations between different variables. Each cell represents the Pear-
son correlation coefficient between two variables (features). Values
range from —1 (perfect negative correlation) to + 1 (perfect positive
correlation), with 0 indicating no linear relationship. A heatmap (Fig. 6)
is a graphical representation of a feature correlation matrix.

Heatmaps and parameter correlation are essential for creating suc-
cessful ML models. Parameter selection involves choosing the most
relevant features or variables from a dataset. The goal is to enhance the
model’s performance by reducing overfitting, improving accuracy, and
decreasing processing complexity. Parameter correlation measures the
relationship between two or more variables. The correlation matrix
helped in the selection of time series. Understanding parameter re-
lationships helps in identifying multicollinearity, where two or more
parameters are highly correlated, which can negatively impact model
performance. By carefully selecting relevant parameters, understanding
the relationships between them, and visualizing these relationships
using heatmaps [34], can improve model performance, interpretability,
and efficiency.

B. Machine learning models at the DT edge level

Univariate time series prediction at the edge level involves fore-
casting future values using a single variable’s historical data. Edge de-
vices have limited computational power compared to the servers on the
higher hierarchical fog and cloud levels. All data (time series in Fig. 4)
were acquired from edge devices. Three lightweight machine-learning
models (RNN, LSTM [35], and GRU [36]) (Table 1) have been used
for digital twins. These models have distinct architectures and various
hyperparameters that influence their training process, convergence, and
performance. Dropout layers are used to prevent overfitting and
improve the generalization of neural networks by randomly dropping
their units during training. All models have been performed using
TensorFlow and Keras. TensorFlow is a framework that offers both high
and low-level APIs and is widely used for building and deploying ma-
chine learning models, especially deep learning models [37]. Keras is the
high-level neural networks API of the TensorFlow platform written in
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Table 1

RNN, LSTM, and GRU Models for Univariate Predictions.
Layer Output RNN LSTM GRU
type shape param param param
Input (None,20,1) 0 0 0
Neurons (None,20,128) 16,640 66,560 50,304
Dropout (None,20,128) 0 0 0
Neurons (None,64) 12,352 49,408 37,248
Dropout (None,64) 0 0 0
Dense (None,1) 65 65 65
Total parameters 29,057 116,033 87,617
Error (RMSE) 0.043 0.057 0.045

Python [38].

Fig. 7 shows the application of all three models on a test set of uni-
variate time series. All three models made their predictions on the
’Target’ time series dataset. These models are suitable for application at
the DT edge level. Sequential data in the form of time series have not
been thoroughly analyzed, nor has time series decomposition been
performed, which would otherwise be difficult to achieve given the poor
computing resources at the edge level.

C. Machine learning models at the DT fog level

Multivariate time series prediction involves forecasting future values
using multiple variables’ historical data. This approach considers the
interdependences and correlations between different time series.
Multivariate models (Fig. 8) can capture complex relationships between
multiple variables, offering potentially greater accuracy and robustness,
especially in dynamic and interconnected power systems.

1) N. RNN, LSTM, and GRU models for multivariate predictions

Multivariate time series predictions using RNN, LSTM, and GRU
models are depicted in Fig. 8. All three models gave indirect predictions
of the 'Target’ time series using multivariate prediction of five (P1-P5)
time series.

Training and prediction were done using the models (Table 2) with
the same input and output shapes: instances, time-steps = twenty data,
and attributes = five features.

The complexity of real-time data often requires handling multiple
interrelated time series variables simultaneously. It can be said that
multivariate methods have improved the traditional univariate methods
which can fall short of capturing the intricate dependencies and tem-
poral dynamics. However, the aforementioned does not reduce the
frequent need for the hands-on application of univariate methods for the
analysis of individual time series.

2. CNN models for multivariate predictions

Convolutional neural networks are a class of deep learning models

Univariate prediction
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Fig. 7. Univariate time series predictions using RNN, LSTM, and GRU.
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Fig. 8. Multivariate predictions using RNN, LSTM, and GRU.

Table 2

RNN, LSTM, and GRU Models for Multivariate Predictions.
Layer Output RNN LSTM GRU
type shape param param param
Input (None,20,5) 0 0 0
Neurons (None,20,128) 17,152 68,608 51,840
Dropout (None,20,128) 0 0 0
Neurons (None,64) 12,352 49,408 37,248
Dropout (None,64) 0 0 0
Dense (None,1) 65 65 65
Total parameters 29,569 118,081 89,153
Error: RMSE 0.071 0.099 0.062

primarily known for their effectiveness in image and video processing.
However, their ability to extract hierarchical features through con-
volutional layers makes them suitable for time series forecasting as well
(Fig. 4). CNNs offer a robust approach to time series forecasting, capable
of handling both univariate and multivariate data. Their ability to
automatically extract features and capture temporal dependencies
makes them a powerful tool in predictive modeling. By understanding
and leveraging MUTM methodology, scientists, engineers, and re-
searchers can enhance forecasting accuracy and gain deeper insights
into the dynamics of their time series data.

Table 3 shows the same CNN models with identical characteristics
but different input layers to compare univariate and multivariate time
series predictions. The slightly lower accuracy of the multivariate model
(approximately 1 %) justifies the application of the MUTM method, as it
opens up numerous possibilities for the application of additional tech-
niques and algorithms (graph theory, optimization, and control

Table 3
CNN Models for univariate and multivariate predictions.

CNN model CNN univariate CNN multivariate

Input_Layer (None, 20, 1) (None, 20, 5)
ConvlD (None, 18, 64) (None,18, 64)
Max_Pooling (None, 9, 64) (None, 9, 64)
Dropout (None, 9,64) (None, 9, 64)
ConvlD (None, 7, 128) (None, 7, 128)
Max_Pooling (None, 3, 128) (None, 3, 128)
Dropout (None, 3, 128) (None, 3, 128)
ConvlD (None, 1, 64) (None, 1, 64)
Flatten (None, 64) (None, 64)
Dense (None, 8) (None, 8)
Dense (None, 1) (None, 1)
Total param. 50,129 50,897

Error: RMSE 0.169 0.180
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methods, etc.) that use a large number of parameters to represent het-
erogeneous processes and signals. Root Mean Squared Error (RMSE)
provides performance metrics for a predictive model and shows how
well the model’s predictions match the test values.

Fig. 9 shows the results of the application of the MUTM methodology
on the CNN model (Fig. 4) for univariate and multivariate time series
forecasting at the DT fog level.

Multivariate prediction (CNN_2 curve) is subject to greater variations
because it depends on more dynamic output variables. However, this
opens two future research directions of essential importance for DT
concepts of complex industrial plants, such as power plants. The first
direction refers to the constant need for a comprehensive analysis of the
mutual influence of several parameters of the same monitored process.
The second one indicates the need to develop complex decision-making
algorithms with the application of the Markov decision process, fuzzy
logic, Bellman optimization, etc., which would primarily improve pre-
diction at the DT fog level and decision-making at the cloud level.

Specifically, in the general sense CNN_1 curve (Fig. 9) is the result of
single-variable data prediction, which is simpler and more accurate but
potentially less informative. However, the complex DT concept often
must respond to requests for process prediction based on multiple in-
termediate time series (CNN_2 curve).

5. Discussion

The colloquial definition says that DT technology creates a virtual
model or replica of a real object, system, or process. However, in this
paper, the concept of DT is raised at least one more dimension by
incorporating DT into the vertical industrial Internet of Things (IIoT)
framework. In a digital twin system, real-time data processing and
minimizing latency are critical to ensuring that the digital model accu-
rately represents the physical system’s current state. Here are several
strategies to manage real-time data processing and minimize latency:

1. Edge computing: processing data at the edge of the PIoT, closer to the
data source (e.g., sensors and cameras), reduces the need to send
large amounts of data to the fog and cloud servers.

2. Data compression and data filtering.

. Low-latency communication protocols.

4. Machine learning models with a reduced number of parameters and
low-level model dimensions.

w

To ensure that a digital twin remains accurate and synchronized with
its physical counterpart throughout its lifecycle, several mechanisms are

MUTM
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Fig. 9. MUTM methodology for univariate and multivariate time series
predictions.
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employed for continuous updates (real-time updates and data
recording), model retraining, and frequent testing to avoid overfitting
and reference drift.

Digital twins and time series forecasting are revolutionizing smart
cities and smart industries. Their integration offers unparalleled op-
portunities for enhancing efficiency, optimizing operations, and
ensuring sustainability. Forecasting multivariate time series involves
predicting future values based on time-dependent data across multiple
variables. By applying correlation analysis (heatmap), the interdepen-
dence between multiple time series was determined. This was necessary
to select a few time series that have a greater impact on the ’target’ time
series, for which we want to determine an indirect prediction.
Comparative practical results of univariate and multivariate predictions
using RNN, LSTM, GRU, and CNN models are presented in detail. By
careful analysis of the results presented in Figs. 1, 2, and 3 and Tables 1
and 2, it can be concluded that the proposed methodology of analysis
and prediction of time series is practically acceptable.

Optimizing time series algorithms in digital twin architectures for
resource-constrained environments requires a strategic approach to
managing the unique challenges posed by sequential data, especially in
systems like IIoT. In such environments, time series data might represent
sensor readings, operational logs, or environmental parameters that
change over time. By leveraging digital twin technology, time series
algorithms could be optimized in ways that balance computational
resource use, accuracy, and real-time performance.

There are high expectations for future practical DT (Digital Twin)
applications. The interdependence analysis and future prediction of key
production parameters (flow rate, coolant pressure, vibration level, pipe
pressure, emissions levels, magnetic flux, current, voltage, power, power
factor, etc.) should significantly enhance production efficiency and
reduce maintenance costs.

It is important to highlight the fundamental differences between DT
and traditional energy management systems (EMS), distribution man-
agement systems (DMS), and real-time digital simulators (RTDS). EMS
are computer-aided frameworks designed to monitor, control, and
optimize power generation and transmission in electrical grids. DMS are
specialized control platforms that oversee and manage the distribution
network to ensure efficient and reliable operations. RTDS are high-speed
platforms engineered for real-time simulating power systems.

Unlike EMS and DMS, DT continuously updates sensor data and
simulation models, enabling immediate insights and proactive mainte-
nance decisions. This dynamic integration supports advanced predictive
analytics, which not only forecasts potential failures but also optimizes
performance before issues arise, a capability that traditional systems
lack. Compared to RTDS, which focuses predominantly on high-speed
real-time simulation, DT merges simulation with comprehensive ana-
lytics and decision-support tools. Thus, it offers a broader range of ap-
plications, including real-time system management and long-term
operational planning.

The paper contains two main scientific and research contributions.
The first contribution refers to the hands-on applicable vertical DT
concept in line with the vertical IIoT concept. The second one is reflected
in the complex methodology development for indirect time series pre-
diction based on the predictions of a few well-known time series. The
presented results provide a promising future for further development of
this methodology. Pattern recognition in multivariate time series is very
useful to support decision-making in the power sector [39]. The basis of
future research will be a unified concept based on the Markov decision
process and fuzzy decision-making algorithm.

6. Conclusion and future work

The Al-powered Digital Twins within the Industrial Internet of
Things (IIoT) represent a key step forward in smart manufacturing. The
increasing application of the digital twins’ concept in the vertical in-
dustrial IoT framework implies the application of numerous
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methodologies and very complex models and algorithms. The authors
recognized the need for a unique digital twin concept consistent with the
vertical industrial IoT concept with 3 basic computing levels: edge, fog,
and cloud. It is important to point out that the prediction of time series is
necessary, but it can also be very complex due to hidden patterns, trends,
and seasonality within time series.

The paper raises several questions, and two contributions can be
distinguished through the answers. The first contribution is developing a
hands-on digital twin’s concept within the vertical industrial IoT
framework. Future advancements in Al and data analytics will further
improve the capabilities of Digital Twins, unlocking new possibilities for
innovation and efficiency in the industrial sector. The second contri-
bution is the development of Multiple Univariate to Multivariate
(MUTM) methodology for CNN time series prediction. MUTM method-
ology presents guidelines for the multiple univariate predictions on the
DT edge level and then, using these predictions, for multivariate pre-
diction on the DT fog level. The hands-on application of a few machine
learning models (RNN, LSTM, GRU, and CNN) for univariate and
multivariate time series prediction at two computing levels (edge and
fog) significantly strengthens the presented vertical Digital Twins
concept.

It is difficult to pre-select the number and type of parameters that
will be monitored and analyzed in DT concepts of power plants. The
paper provides one of the possible answers to this question. The appli-
cation of heatmaps for determining correlations between monitored
parameters and the target parameter being predicted is analyzed in
detail.

The fusion of AI and digital twins should foster a more dynamic,
responsive, and efficient industrial environment, ultimately driving
productivity and reducing downtime. The continuation of research will
involve the MUTM methodology upgrading by applying the Markov
decision process and the Bellman optimization principle for decision-
making at the fog and cloud levels.
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